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TECHNOLOGY RISK ASSURANCE 
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INTRODUCTION 

Who am I  

• Graham Ward 

• Graham.Ward@bdo.co.uk 

Employer & Role 

• BDO 

• Data  Analytics Director 

Experience 

• ACA & CISA with 10+ years Data experience 

• Worked on numerous retail engagements utilising data analytics. 
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DATA MINING 

Definition of Data Mining:  

“The practice of examining large pre-existing databases in order to generate new information.” 

 

 

Purpose 
• Have a purpose for analysing the data 

Obtain 
Data 

• Obtain, understand & examine the datasets /IT Systems 

Analyse 
• Analyse & utilise the output generated 

To do Data Mining effectively you need to: 
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THE CHANGING RETAIL INDUSTRY 

Customer 
Loyalty 

Customer 
Marketing 

Digitisation 

Dynamic 
Sales 

Pop-In 
Stores 

Second 
Hand 

Market 



DATA METHODOLOGY APPROACH 
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RETAIL DATA AUDIT PLANNING APPROACH 

Perform Next Steps 

Understand required datasets 

Understand WCGWs / Controls/ Risks 

Understanding of IT Systems, Infrastructure, IT System 
configuration & IT Interfaces 

Understand industry / client specific  process flows 
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DATA METHODOLOGY/APPROACH 

To perform effective Data Analytics & Data mining, it is imperative that you understand the 

processes and systems, the underlying data flows. Only then can effective data mining  be 

performed and dashboards be created. 

 
5. FURTHER ANALYSIS / IT 

SYSTEM CONTROLS 

• Identify  if Data Analytics 

work has highlighted a 

weakness in the control 

environment, or area for 

further investigation 

1. PROCESS UNDERSTANDING  

• Obtain and review of data 

& pertinent process 

documentation 

• walkthrough OF processes 

to understand data flow 

and relevant controls 

4. DATA ANALYTICS 

VISUALISATION or DASHBOARD 

CREATION/OUTLIERS 

• Create Data Analytics 

Outputs, to illustrate 

anomalies or potential 

exceptions for further 

interrogation. 

2. DATA EXTRACTION AND RE-

PERFORMANCE  

• Obtain and reconcile data 

• Sense check data received 

against expectations 

3. DATA ANALYTICS & DATA MINING 

• Perform data analytics tests / data mining to identify potential 

anomalies in particular process areas or controls, or areas that 

don’t meet expectation based on process documentation. 
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DATA PROCESS FLOWS & PROCESS MINING 
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THE BIGGER PICTURE (DATA TRANSFORMATION) 
It is crucial that 

appropriate data is 

obtained & 

transformed  ready 

for processing 



DATA TESTS & BENEFITS TO USING DATA 
ANALYTICS    
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SOME BENEFITS OF DATA ANALYTICS WITHIN RETAIL 

Sales of instore & 
online sales 
(seasonal, 

promotions, 
target/marketing) 

Operational 
efficiencies (e.g. 
through process 

mining) 

Inventory cost 
Reduction, Vendor 

Price Analysis 

Inventory 
optimisation, 
warehouse & 
distribution  

Customer activity & 
Target marketing 

Review of 
markdowns/ 

Promotional items 

Product Sales 
analysis, Product 

performance (Pricing 
Vs Sales Vs Demand 

Analysis etc.) 

Store performance & 
Store Layout 

Product return 
analysis, 

Obsolescence, Stock 
Quantity/Price Vs 

Product Sales Price 
& Seasonality 
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EXAMPLE RETAIL DATA ANALYTICS TESTS 

• Negative prices/costs/quantities, zero price etc. 

• Large Price adjustment transactions 

• Sales value higher than usual for item type,  

• Sales prices less than expected for product type or large discount given 

• Strange trends in Sales by Region or Store etc. 

Exception Reports / potential anomalies/outliers 

• Identify high volume amounts by products, customers, sales representative, 
store  

• Analyse sales, profitability, credit notes and returns by area, salesperson, 
month, store, category, product 

• NRV calculation & Gross margin throughout period  

Trend/profile/Sales analysis 

• Sales occurred during particular periods (Cut-off for example) 

• Aging of quantity and value of all stock at year end. 

• Recalculation of closing stock value & quantity for each SKU 

• Assessment of stock obsolescence based on ageing & sales price analysis. 

• Analysis of open orders and open invoices by customer  

• Analysis of goods in transit at year end  

Point in time Assessment (e.g. Year End) 
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USING DATA & TECHNOLOGY TO ALTER THE WAY WE AUDIT 

Processed 
Correctly 

Outlier 

Within 
Tolerance 

Exception 

Identify Outliers and Anomalies using 
data analytics & Data mining 

Create Audit Exception Reports 

Calculate Audit KPIs and trends to look 
for strange transactions 

 Most often than not, IT systems work as intended  

 Sample approach not enough in complex technology environment  

 A system control approach informs us what SHOULD have happened while data analytics 

and data mining often tells us what HAS happened.  



DATA PROCESSING &  
DATA ANALYTICS/DATA MINING SOLUTIONS 
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USING TECHNOLOGY TO TRANSFORM AND ANALYSE DATA 

Software used within our Data Analysers BDO Data Analysers 

-ADVANTAGE 
(Generic Solutions) 

 

-MERLIN 
(Industry based/ specific 

Solutions) 



EXAMPLE DASHBOARD OUTPUTS   
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DASHBOARD: RECONCILING REVENUE TO GENERAL LEDGER 
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DASHBOARD: HIGH LEVEL PROFILE OF REVENUE 
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DASHBOARD: GEOGRAPHICAL REPRESENTATION OF DATA 
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DASHBOARD: CUT-OFF & DEFERRED REVENUE 
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DASHBOARD: VARIANCES & POTENTIAL OUTLIERS 
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DASHBOARD: RETAIL GENERAL 



QUESTIONS 
 
  
 



FOR MORE INFORMATION: This publication has been carefully prepared, but it has been written in general terms and 

should be seen as broad guidance only. The publication cannot be relied upon to cover 

specific situations and you should not act, or refrain from acting, upon the information 

contained therein without obtaining specific professional advice. Please contact BDO LLP 

to discuss these matters in the context of your particular circumstances. BDO LLP, its 

partners, employees and agents do not accept or assume any liability or duty of care for 

any loss arising from any action taken or not taken by anyone in reliance on the 

information in this publication or for any decision based on it. 

BDO LLP, a UK limited liability partnership registered in England and Wales under number 

OC305127, is a member of BDO International Limited, a UK company limited by guarantee, 

and forms part of the international BDO network of independent member firms. A list of 

members' names is open to inspection at our registered office, 55 Baker Street, London 

W1U 7EU. BDO LLP is authorised and regulated by the Financial Conduct Authority to 

conduct investment business.  

BDO is the brand name of the BDO network and for each of the BDO Member Firms.  

BDO Northern Ireland, a partnership formed in and under the laws of Northern Ireland, is 

licensed to operate within the international BDO network of independent member firms.  

© [Month] [Year] BDO LLP. All rights reserved. 

www.bdo.co.uk 

Graham Ward 

Email: Graham.Ward@bdo.co.uk 

++44(0)792 905 8597  

+44 (0)207 034 5852  

 


